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1. Date filed: 02/17/2012

2. Name of company(s) covered by this certification: Halstad Telephone Company
3. Form 499 Filer ID: 803424

4. Name of signatory: Tom W. Maroney

5. Title of signatory: CEO

6. Certification:

I, Tom W. Maroney, certify that | am an officer of the company named above, and acting as an
agent of the company, that | have personal knowledge that the company has established operating
procedures that are adequate to ensure compliance with the Commission’s CPNI rules. See 47 CF.R. §
64.2001 et seq.

Attached to this certification is an accompanying statement explaining how the company’s
procedures ensure that the company is in compliance with the requirements (including those mandating
the adoption of CPNI procedures, training, recordkeeping, and supervisory review) set forth in section
64.2001 et seq. of the Commission’s rules.

The company has not taken any actions (i.e., proceedings instituted or petitions filed by a
company at either state commissions, the court system, or at the Commission against data brokers)
against data brokers in the past year.

The company has not received any customer complaints in the past year concerning the
unauthorized release of CPNI.

The company represents and warrants that the above certification is consistent with 47 C.F.R.
§ 1.17 which requires truthful and accurate statements to the Commission. The company also
acknowledges that false statements and misrepresentations to the Commission are punishable under
Title 18 of the U.S Code and may subject it to enforcement action.
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Signed

Attachments: Exhibit 1
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Exhibit 1
Halstad Telephone Company

STATEMENT EXPLAINING HOW THE COMPANY’S OPERATING PROCEDURES
ENSURE COMPLIANCE WITH THE FCC’S CPNI RULES

I. Customer Proprietary Network Information (“CPNI”)

CPNI is defined in Section 222(f) of the Communications Act as (A) information that relates to the
quantity, technical configuration, type, destination, and amount of use of a telecommunications
service subscribed to by any customer of a telecommunications carrier, and that is made available to
the carrier by the customer solely by virtue of the carrier-customer relationship; and (B) information
contained in the bills pertaining to telephone exchange service or telephone toll service received by a
customer of a carrier (except that CPNI does not include subscriber list information).

Generally, CPNI includes personal information regarding a consumer’s use of his or her
telecommunications services. CPNI encompasses information such as: (a) the telephone numbers
called by a consumer; (b) the telephone numbers calling a customer; (c) the time, location and
duration of a consumer’s outbound and inbound phone calls, and (d) the telecommunications and
information services purchased by a consumer.

Call detail information (also known as “call records™) is a category of CPNI that is particularly
sensitive from a privacy standpoint and that is sought by pretexters, hackers and other unauthorized
entities for illegitimate purposes. Call detail includes any information that pertains to the
transmission of a specific telephone call, including the number called (for outbound calls), the
number from which the call was placed (for inbound calls), and the date, time, location and/or
duration of the call (for all calls).

II. Use and Disclosure of CPNI Is Restricted

The Company recognizes that CPNI includes information that is personal and individually
identifiable, and that privacy concerns have led Congress and the FCC to impose restrictions upon its
use and disclosure, and upon the provision of access to it by individuals or entities inside and outside
the Company.

The Company has designated a CPNI Compliance Officer who is responsible for: (1)
communicating with the Company’s attorneys and/or consultants regarding CPNI responsibilities,
requirements and restrictions; (2) supervising the training of Company employees and agents who
use or have access to CPNI; (3) supervising the use, disclosure, distribution or access to the
Company’s CPNI by independent contractors and joint venture partners; (4) maintaining records
regarding the use of CPNI in marketing campaigns; and (5) receiving, reviewing and resolving
questions or issues regarding use, disclosure, distribution or provision of access to CPNI. Company
employees and agents that may deal with CPNI have been informed that there are substantial federal
restrictions upon CPNI use, distribution and access. In order to be authorized to use or access the
Company’s CPNI, employees and agents must receive training with respect to the requirements of












19. Since December 8, 2007, the Company will notify customers immediately of certain changes in
their accounts that may affect privacy or security matters.

a. The types of changes that require immediate notification include: (a) change or request for
change of the customer’s password; (b) change or request for change of the customer’s address
of record; (c) change or request for change of any significant element of the customer’s online
account; and (d) a change or request for change to the customer’s responses with respect to the
back-up means of authentication for lost or forgotten passwords.

b. The notice may be provided by: (a) a Company call or voicemail to the customer’s telephone
number of record; (b) a Company text message to the customer’s telephone number of record; or
(c) a written notice mailed to the customer’s address of record (to the customer’s prior address of
record if the change includes a change in the customer’s address of record).

c¢. The notice must identify only the general type of change and must not reveal the changed
information.

d. The Company employee or agent sending the notice must prepare and furnish to the CPNI
Compliance Officer a memorandum containing: (a) the name, address of record, and telephone
number of record of the customer notified; (b) a copy or the exact wording of the text message,
written notice, telephone message or voicemail message comprising the notice; and (c) the date
and time that the notice was sent.

20. Since December 8, 2007, the Company must provide an initial notice to law enforcement and a
subsequent notice to the customer if a security breach results in the disclosure of the customer’s
CPNI to a third party without the customer’s authorization.

a. As soon as practicable (and in no event more than seven (7) days) after the Company
discovers that a person (without authorization or exceeding authorization) has intentionally
gained access to, used or disclosed CPNI, the Company must provide electronic notification of
such breach to the United States Secret Service and to the

Federal Bureau of Investigation via a central reporting facility accessed through a link
maintained by the FCC at http://www.fcc.gov/eb/cpni.

21. Since December 8, 2007, the Company will provide customers with access to CPNI at its retail
locations if the customer presents a valid photo ID and the valid photo ID matches the name on the

account.

22. Since December 8, 2007, the Company takes reasonable measures to discover and protect against
activity that is indicative of pretexting including requiring Company employees, agents, independent
contractors and joint venture partners to notify the CPNI Compliance Officer immediately by voice,
voicemail or email of: (a) any suspicious or unusual call requesting a customer’s call detail
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